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Cyentia Institute
Data-Driven Cybersecurity Research
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Panel Discussion
Why is the Fast and the Frivolous report so significant?

Wade Baker Gregory Petropoulos
PARTNER & CO-FOUNDER DIRECTOR OF DATA SCIENCE
CYENTIA INSTITUTE SECURITYSCORECARD
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Panel Discussion
Where does the data from this report come from?

f
Gregory Petropoulos Wade Baker
DIRECTOR OF DATA SCIENCE PARTNER & CO-FOUNDER
SECURITYSCORECARD CYENTIA INSTITUTE
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Score calculation starts with data collection

More than Upwards of
10,000,000

infected IPs over 200 malware vulnerabilities and attributions
families identified daily published weekly

SecurityScorecard non-intrusively collects data from publicly available commercial and open source feeds
across the internet for a non intrusive, outside-in, hacker perspective of a company’s cybersecurity posture.

12,000,000+ 873,590 O 2,000+
Companies — w Unique Companies E Logged Into The
Scored Followed Platform Daily

With over 12 million companies scored, the depth and scope of our collected data is unmatched,
and our ability to validate our data increases with every new customer and follower.
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How our data is calculated into security scores

@ Signal Collection Attribution Engine Cyber Analytics Scoring Engine

* |IPv4 * RIR, DNS, SSL data * Study emerging * Digital Footprint
o—> threats . L
q * Malware Sinkholes ' * Domain discovery * Size normalization
* CVEs
* DNS data * Subdomains * Factor scores
* Machine Learning
tl/\]/ ¢ External data feeds * [P-domain pairing * Total scores

Once collected, we analyze the data to discover 79 cybersecurity issue
types that are topically organized into 10 Factors. The security issues are
measured by the assigned factor, severity-based weight, update
cadence, and age out window to determine the calculation of a score.
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Panel Discussion
What are our key findings from the report?

Wade Baker Gregory Petropoulos
PARTNER & CO-FOUNDER DIRECTOR OF DATA SCIENCE
CYENTIA INSTITUTE SECURITYSCORECARD
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53% of orgs have an Internet-exposed vulnerability

...and some have a lot of them

Percent of Organizations

20.9% percent of 26.8% percent of 30.1% percent of 22.2% percent of
organizations have 1-10 vuins organizations have 11-100 vuins organizations have 101-1k vulns organizations have 1k+ vulns

Percent of Vulnerabilities

98.9% of vulnerabilities are from orgs with 1k+ total vulns

Figure 2: Distribution of open vulnerabilities at organizations
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Vulnerability
prevalence

by Sector

Information
Public
Education
Utilities
ransportation
Management
Trade
Professional
Real Estate
Agriculture
Other

Retail
lanufacturing
Healthcare
dministrative
ntertainment
Mining
Construction
Hospitality
Financial

® 526

® 61.6%

® 586%

® 57.8%

® 55.4%

® 55.3%

® 549%

® 54.8%

® 53.0%

® 52.9%

® 52.6%

® 52.4%

Percent of Organizations

® 51.7%

® 51.6%
® 51.0%
® 50.8%
® 50.4%
® 50.2%
® 49.7%

® 48.6%
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It takes a year to fix half of vulnerabilities

Probability Vulnerability is Still Open

100%

80%

60%

40%

20%

0%

Figure 8: Overall remediation velocity across all vulnerabilities in all organizations

153 days to close 25%

361 days to close 50%

537 days to close 75%

1 2 3
Time From Discovery (years)
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Poll

Does the amount of time that it takes
to remediate vulnerabilities seem:

O Too long
0 Too short
O About right
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It takes a year to fix half of vulnerabilities

Overall 153 ¢

Od oem Ty lyem

Time (years)
@ 25% closed 50% closed 75% closed

Figure 9: Simplified view of overall remediation velocity across all vulnerabilities
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Panel Discussion

Why do the rates of vulnerability management differ among
organizations? What does this say about those organizations?

Wade Baker Gregory Petropoulos
PARTNER & CO-FOUNDER DIRECTOR OF DATA SCIENCE
CYENTIA INSTITUTE SECURITYSCORECARD
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More hands make light work

$ Tk+ 84 ¢
g
101-1k 101 ¢
O
Q 711100 136 &
L% 1-10 153 ¢
Od 6m Ty Tyéem
Time (years)
¢ 25% closed 50% closed 75% closed

Figure 11: Comparison of remediation velocity by organization size
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More vulnerabilities slow down the work

0
e Tk+ 153 ¢
'5§ 101-1k 164 &
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© . T-100 20
co
S5Q  1-10»
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Time (years)
¢ 25% closed 50% closed 75% closed

Figure 12: Comparison of remediation velocity by number of open vulnerabilities per firm
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Panel Discussion
What are some surprising differences you found among industries?

f
Wade Baker Gregory Petropoulos
PARTNER & CO-FOUNDER DIRECTOR OF DATA SCIENCE
CYENTIA INSTITUTE SECURITYSCORECARD
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Utilities faster
than Finance?!
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Pacing Finance subsectors

Credit Intermediation ; o
and Related Activities 1209 : $580

Funds, Trusts, and Other : :
Financial Vehicles 1659 . €585

Securities, Commodity

Contracts, and Other * 2524

Financial Investments
and Related Activities
Monetarg Authorities .
entral Bank : 296 ¢
Insurance Carriers L
and Related Activities : e
od 6m Ty 1em
Time (years)
§ 25% closed 50% closed

Figure 14: Comparison of remediation velocity among Financial subsectors
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Pacing Utility subsectors

Nuclear Electric Power Generation 12:350 ®424
Other Electric Power Generation 9 355 -
Solar Electric Power Generation : 1916 4314 :
Natural Gas Distribution 13520 50407
Biomass Electric Power Generation 145¢ ®336
Electric Bulk Power Transmission, Control 2144 : $577
Steam and Air-Conditioning Supply - 1519 9607
Fossil Fuel Electric Power Generation : 2434 > 4607
Electric Power Distribution 232¢ @581
Hydroelectric Power Generation : 202¢ : o518
Water Supply and Irrigation Systems : 298¢ : 578
Sewage Treatment Facilities 2634 613
Wind Electric Power Generation 3084 : $577
0d em Ty lyém

Time (years)

¢ 25% closed 50% closed ¢ 75% closed
Figure 15: Comparison of remediation velocity among Utilities subsectors
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Poll

Do you measure the percentage of
vulnerabilities that your organization
fixes in a given time period?

O Yes

O No
O Nobutlplanto
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Panel Discussion
What is an organization’s capacity to remediate vulnerabilities?

f
Wade Baker Gregory Petropoulos
PARTNER & CO-FOUNDER DIRECTOR OF DATA SCIENCE
CYENTIA INSTITUTE SECURITYSCORECARD

.2 .
lfi SecurityScorecard



Avg. Closed Vulns

Orgs fix an avg 10% of vulnerabilities per month
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Poll

Does your organization prioritize
known exploited vulnerabilities?

O Yes
O No
O Nobutlplanto
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Most don’t have their priorities straight

No Public Exploit Code 153 ¢
Exploit Code Available 155 ¢
Ood 6m ly Tyem
Time (years)
® 25% closed 50% closed 75% closed

Figure 20: Comparison of remediation velocity for vulnerabilities with/without exploit code
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60% of orgs driving down vulns over time

15%

|
10% j
: About 4 in every 10 organizations (41%)
} are losing ground with their vulnerabilities
5% -
0% __-II

-20% 0% 20% 40% 60% 80% 100%

Percent of Organizations

Average Monthly Change in Attack Surface

Figure 22: Organizations gaining vs. losing ground in vulnerability remediation
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Panel Discussion
How do vulnerabilities give you insight into third-party risk?

f
Wade Baker Gregory Petropoulos
PARTNER & CO-FOUNDER DIRECTOR OF DATA SCIENCE
CYENTIA INSTITUTE SECURITYSCORECARD
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Identify: Take Control of Your Digital Supply Chain

Mitigate risk and understand potential threats from outside of your organization
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Collaborate: Communicate Securely with Vendors

Invite Vendors to Access their Create a Path

Free Score to Remediation Reduce Risk Together

Propose Score Plan

Propose a plan to improve this company's ®

(OXC)
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Audience tip!

7 4
Wade Baker Gregory Petropoulos
PARTNER & CO-FOUNDER DIRECTOR OF DATA SCIENCE
CYENTIA INSTITUTE SECURITYSCORECARD
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Audience Q&A
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Claim your Scorecard to prioritize vulnerability
remediation.

www.securityscorecard.com/free-account

FREE ACCOUNT *First Nam

Free.
Yes, Free.
Assess your cybersecurity “Work Em
risks and your partners.
*Company Location (Country)

Take control of your cybersecurity risk and make informed

decisions with confidence.

|O

*Last Name

| B eating a ount, | agree to SecurityScorecard"
Used by 98% of the Fortune 500 Y Creating an AR S HYRgOresRio
EULA and Privacy Policy.

Score change alerts for up to 5 companies
CREATE ACCOUNT

Shareable summary reports

Unlimited team members

< .
'»fi SecurityScorecard



Thank you!
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