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It Takes a Village...

Applying Data to Problems...Today!
a/k/a Less Sizzle, More Vegetarian, Free Range, Organic, Steak-like Risk
Product
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Our Basic Premise

We’ll never have perfect data
But...we don’t need perfect data

Because...we already have good enough data to make better risk
decisions today

So...let’s show how we can do this with current problems and data!
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Maturity Model for Risk Decision Making

Effort & Precision
From Zero to Hero

Low High
< >
Uninformed Priors Vendor “popular” Field Research: Your own

research data collection/analysis
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mentia

Information Risk

Insights Study

Assessing the Risk of Cyber Incidents

Loss Frequency -
IRIS 20/20

Problem: How frequently do breaches occur?
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Myth: Breaches Are Beyond Our Control

Abandon All Hope...
- Dante, Inferno



Likelihood by Sector
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Likelihood by Size

More than $100B (75.18%)
$108 to $100B (22.55%) H*

$18 to S108 (9.60%) ‘“
$100M to $18 (1.84%) '

S10M to S100M (0.35%) ‘

S1M to $10M (0.07%)
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mentia

Information Risk

Insights Study

Assessing the Risk of Cyber Incidents

Loss Size - IRIS 20/20

Problem: How much will a breach cost us?
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Myth: Losses are Linearly Dependent on the
Number of Records
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The Failure of Linear Models

Records
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If Cost Per Record Won’t Save Us, What Will?

| What Wit |
| Th|s Cost? |

TA > DOGMA
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How Much Will a Breach Cost Us?

Probability of At Least This Much Loss

Records
$10K $100K $1M  $10M $100M  $1B

100 82.0% 499% 17.8% 3.3% 0.3% 0.0%
1K 88.4% 60.9% 26.0% 5.9% 0.7% 0.0%
10K 93.0% 71.1% 35.8% 10.0% 1.4% 0.1%
100K 96.0% 79.8% 46.7% 15.8% 27% 0.2%
™ 97.9% 86.7% 57.7% 23.5% 5.0% 0.5%
10M 99.0% 91.8% 68.2% 32.8% 8.6% 1.1%
100M 99.5% 95.3% 77.4% 43.4% 13.9% 2.3%
1B 99.8% 97.4% 849% 545% 21.0% 4.2%
10B 99.9% 98.7% 90.5% 653% 30.0% 7.4%
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Extreme Losses -
A Sneak Peak of IRIS
Xtreme

Problem: How do | address board-level catastrophic
“risk” blobs?

Photo by Max LaRochelle on Unsplash

#SIRAcon


https://unsplash.com/@maxlarochelle?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/storm?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText

Myth: “Cyber Risks” are Unmanageable

APT
Data EXpOSU re What do these words even mean?
Hacking

Insider Abuse
Physical
Ransomware
Service Interruption
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Focusing on Tail Risk

~

Events over $20M is where we're ~
focusing for this report.
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Total Losses
DATA > DOGMA
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Event Types Occurring Most Frequently

Hack or intrusion 36.9% (n=38)

Ransomware or wiper 17.5% (n =18)
Cryptocurrency theft 15.5% (n =16)
Exposed data store 11.7% (n=12)

Fraud or scam 9.7% (n=10)

System failure 4.9% (n=5)

Physical -1.9% (n=2)
Insider misuse -1.9% (n=2)

0% 10% 20% 30%
Percent of Events
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Event Types with the Largest Typical Losses

System failure ($117M) & ° . .
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Scenario Based Risk Analysis

Problem: How fast can vulnerabilities be remediated?

Problem: How can we prioritize remediation efforts?
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The Big Picture
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Vulnerabilities are Not Evenly Distributed

Microsoft 20

119 280
Platforms S

MacOS X

Linux/Unix

Appliances/
Devices

100 1k
Average (Total) Vulnerabilities per Month
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Remediation is Not Evenly Distributed
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Remediation is Not Evenly Distributed
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Rengediation Is Not Evenly Distributed
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Exploit Prediction Scoring System (EPSS

Improving Vulnerability Remediat
Through Better Exploit Predictio
& arxiv.org/abs/1908.04856

) Cornell University

arXiv.org > cs > arXiv:1908.04856 Se8rch=

black hat

Exploit Prediction
Jcoring System (EPSS)

We gratefully acknowledge support from
the Simons Foundation and member institutions.

Jay Jacobs @jayjacobs
Michael Roytman, @mroytman
All fields

Adl Search

Help | Advanced Search

Computer Science > Cryptography and Security
Despite  supmitted on 13 Aug 2019]

Zf)ﬁrjy“t‘ Exploit Prediction Scoring System (EPSS)

vulnerat Jay Jacobs, Sasha Romanosky, Benjamin Edwards, Michael Roytman, Idris Adjerid

0P fy Despite the massive investments in information security technologies and research over the
th(?ugh ! past decades, the information security industry is still immature. In particular, the

existed prioritization of remediation efforts within vulnerability management programs

remedia predominantly relies on a mixture of subjective expert opinion, severity scores, and
attempt incomplete data. Compounding the need for prioritization is the increase in the number of
coverag vulnerabilities the average enterprise has to remediate. This paper produces the first open,
low-risk data-driven framework for assessing vulnerability threat, that is, the probability that a

be higf vulnerability will be exploited in the wild within the first twelve months after public
| disclosure. This scoring system has been designed to be simple enough to be implemented

A by practitioners without specialized tools or software, yet provides accurate estimates of
leamm% exploitation. Moreover, the implementation is flexible enough that it can be updated as
more, and better, data becomes available. We call this system the Exploit Prediction Scoring
System, EPSS.
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Exploit Prediction Scoring System (EPSS)

@ first.org/epss/

R Exploit Prediction Scoring System (EPSS)

= Related Papers

The Exploit Prediction Scoring System (EPSS) is an open, data-driven effort for
predicting when software vulnerabilities will be exploited. The goal of this effort is to
assist network defenders in better prioritizing vulnerability remediation efforts and
defend their networks. While other efforts have been useful for capturing innate
characteristics of a vulnerability, and provide measures of severity, they are limited
in their practical ability to assess threat. EPSS fills that gap because it uses current
threat information, from CVE and real-world exploit data.

Goals & Deliverables

While we have already developed a working model ((version 1.0)

DATA > DOGMA
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Exploit Prediction Scoring System (EPSS)

Published CVEs Published CVEs

78% reduction in effort

(813 to 181)
Exploited
Model 19.8%+
25% 25%
Coverage Coverage
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Exploit Prediction Scoring System (EPSS)

Published CVEs Published CVEs

61% reduction in effort
(2.7k to 1.1k)

Coverage

Coverage
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Software Composition Analysis

Third party library usage is 90th Percentile

highly language dependent I I I
JavaScript 66 ® D 1.4k
377
Multiple 340 @ 1.4k
283
Ruby 14 @ @ 137
63
Java 3 @) 195
43
PHP Lo @ 94
34
NET 2@ O 192
21
Python 3e B 69
16
Go 2@ O 49
13
Swift 1e O 22
4

Libraries per application
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Software Composition Analysis

[E— I
Apps with more Balanced Apps with more
direct dependencies transitive dependencies
1 0%
89.7% 9.3%

Swift 49.8% 43.7% 6.5%

Go 42.7% 23.9% *133:5%

Python 33.8% 243% 41.9%

Java 34.9% 7.4% 57.7%

PHP 6.5% 80.9%
Ruby 2.2% 81.7%

JavaScript 10.2% - 86.9%
2.9%

Percent of applications

BE!COH 20 #SIRAcon




Software Composition Analysis
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Software Composition Analysis

Good News: most flaws can e on Patch
be fixed with an update

38.1%
73.8% Can be fixed

with update

No update 9...

available

Major version

0% 20% 40% 60% 80%
Not good news: some flaws do
not have an update available

S| RA £i¥s

Revision

2.2%
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Leveraging
Community
Knowledge

Problem: How do we make future me better
than current me?
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Cyentia Cybe ity Research Library Sources Tags About RetuntoCyentiacom @ @

Cyentia Librar Cyentia Cybersecurity Research Library

to the Library Search the Library

Report missing? Write to us today!

The state of vulnerability mm Implementing Cloud Security The CISO Current Report, Q2
management in the cloud Best Practices P 2020
Sources: 739
. and on-premises This report covers findings from a survey Tchjrg"’s’ok s This paper compiles observations as well
A survey-baed report of 1,848 IT and IT conducted by Dimensional Research in July as predictions on the state of cybersecurity
2020. Atotal of 310 qualified individuals in 2020.

Security professionals on the challenges
D O C u m e n ts . 2 246 with vulnerability prioritization and the
. 9 importance of patch management for the
prevention of breaches. (ore available)

Added: August 18, 2020

completed the survey. (more avaisble)

i Added: August 17, 2020
Added: August 17, 2020 g

|

Pages: 55,503

@ 2020 Mid Year Report Global Threat Landscape \lq 2020 State of the Software
Sukbared h
This mid year report covers publicly Report: August 2020 gﬁ?éﬁ)ire Supply Chain
disclosed data breaches first reported Using data from Fortinet's global product Supply Chain A combination of survey data and
between January 1, 2020 and June 30, offerings, this semi-annual report covers o Sonatype's own product information, this
2020 and compares current observations to the attack trends seen during the first half sixth annual report covers the state and
the same time period for prior years. (more of 2020. (more available) practices in open source software
) Added: August 13, 2020 development with a special focus on the
Added: August 17, 2020 security practices and outcomes found
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Searching the CyentialLibrary for
Ransomware
sjele

https://library.cyentia.com/search.html|?q=ransomware

120 Results
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Statements on Frequency and Loss

2019 Paid Ransomware Report, Kivu
“2019, Kivu facilitated ransom payments in 143 cases, paying a total of over USS17M.”
- “..average ransomware payment for Kivu’s clients was $123,037.56 in 2019.”

2020 Incident Response and Data Breach Report, Crypsis

- “..onethird of our overall matters in 2019 were BEC attacks”
- Average requested ransom $115,123

How Ransomware Attacks, Sophos

- “Paying the ransom doubles the cost of dealing with a ransomware attack. The average cost
to rectify the impacts of the most recent ransomware attack (considering downtime, people
time, device cost, network cost, lost opportunity, ransom paid etc.) is US$732,520 for
organizations that don’t pay the ransom, rising to US$1,448,458 for organizations that do

pay.”

BI!con 20 #SIRAcon




Bringing It Back To Remember: Risk management does

the Real take a village
@ Ask: Where do | need to be on the
~_ maturity model?

@ @ Act:

\ - Go to the Library for one of your

problems
@ - Pickup areportand give it a read
@/ ~ - Keep up to date with the Cyentia

Podcast and Library Newsletter
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Would You Like to
Know More?

Web: cyentia.com

Library: library.cyentia.com

Twitter: @cyentinst

Email: research@cyentia.com

LinkedIN: cyentia-institute
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