
#SIRAcon

It Takes a Village...
Applying Data to Problems...Today!

a/k/a Less Sizzle, More Vegetarian, Free Range, Organic, Steak-like Risk 
Product
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This Will Help You On Your Journey
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Our Basic Premise

We’ll never have perfect data
But...we don’t need perfect data
Because...we already have good enough data to make better risk 
decisions today
So...let’s show how we can do this with current problems and data!



#SIRAcon

Maturity Model for Risk Decision Making

Vendor “popular” 
research

Field Research: Your own 
data collection/analysis

Low High

Effort & Precision
From Zero to Hero

Uninformed Priors
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Loss Frequency – 
IRIS 20/20
Problem: How frequently do breaches occur?
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Myth: Breaches Are Beyond Our Control

Abandon All Hope...
– Dante, Inferno
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Likelihood by Sector
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Likelihood by Size
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Loss Size – IRIS 20/20
Problem: How much will a breach cost us?
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Myth: Losses are Linearly Dependent on the 
Number of Records
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The Failure of Linear Models
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If Cost Per Record Won’t Save Us, What Will?

Ground Truth:
~ $200,0001

(1) Geometric Mean
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How Much Will a Breach Cost Us?
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Extreme Losses – 
A Sneak Peak of IRIS 
Xtreme
Problem: How do I address board-level catastrophic 
“risk” blobs?

Photo by Max LaRochelle on Unsplash

https://unsplash.com/@maxlarochelle?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/storm?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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Myth: “Cyber Risks” are Unmanageable

What do these words even mean?
APT
Data Exposure
Hacking
Insider Abuse
Physical
Ransomware
Service Interruption
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Focusing on Tail Risk
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Event Types Occurring Most Frequently
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Event Types with the Largest Typical Losses

Facebook - Cambridge Analytica
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Scenario Based Risk Analysis
Problem: How fast can vulnerabilities be remediated?
Problem: How can we prioritize remediation efforts?
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The Big Picture
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Vulnerabilities are Not Evenly Distributed
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Remediation is Not Evenly Distributed
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Remediation is Not Evenly Distributed
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Remediation is Not Evenly Distributed
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Exploit Prediction Scoring System (EPSS)
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Exploit Prediction Scoring System (EPSS)
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Exploit Prediction Scoring System (EPSS)
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Exploit Prediction Scoring System (EPSS)
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Application Security 
Management

- Getting ahead of the 
vulnerabilities

https://xkcd.com/2347/
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Software Composition Analysis 
Third party library usage is 
highly language dependent
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Software Composition Analysis 
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Software Composition Analysis 
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Software Composition Analysis 

Good News: most flaws can 
be fixed with an update

Not good news: some flaws do 
not have an update available 

Of the 73.8%...
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Leveraging 
Community 
Knowledge
Problem: How do we make future me better 
than current me?
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Cyentia Library

Sources: 739

Documents: 2,246 

Pages: 55,503
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Searching the CyentiaLibrary for 
Ransomware

120 results
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Statements on Frequency and Loss

2019 Paid Ransomware Report, Kivu

- “2019, Kivu facilitated ransom payments in 143 cases, paying a total of over US$17M.”
- “...average ransomware payment for Kivu’s clients was $123,037.56 in 2019.”

2020 Incident Response and Data Breach Report, Crypsis

- “...one third of our overall matters in 2019 were BEC attacks”
- Average requested ransom $115,123 

How Ransomware Attacks, Sophos

- “Paying the ransom doubles the cost of dealing with a ransomware attack. The average cost 
to rectify the impacts of the most recent ransomware attack (considering downtime, people 
time, device cost, network cost, lost opportunity, ransom paid etc.) is US$732,520 for 
organizations that don’t pay the ransom, rising to US$1,448,458 for organizations that do 
pay.”
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Bringing It Back To 
the Real

Remember: Risk management does 
take a village
Ask: Where do I need to be on the 
maturity model?
Act: 

- Go to the Library for one of your 
problems

- Pick up a report and give it a read
- Keep up to date with the Cyentia 

Podcast and Library Newsletter
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Would You Like to 
Know More?
Web: cyentia.com

Library: library.cyentia.com

Twitter: @cyentinst

Email: research@cyentia.com

LinkedIN: cyentia-institute

https://cyentia.com
https://library.cyentia.com
https://twitter.com/cyentiainst
mailto:research@cyentia.com
https://www.linkedin.com/company/cyentia-institute

