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Cyentia and the IRIS



Who is the IRIS for?

● Cyber Risk Quantification
● Insurance buyers
● Infosec strategists
● SOC analysts
● Vulnerability managers
● GRC professionals
● …and you!



Loss Event Frequency (LEF)
IRIS 2022



Hindsight is 20/20: Flashback to IRIS 20/20



Hindsight from 20/20: LEF lessons learned

1. LEFs based on sector alone will be heavily skewed toward 
smaller firms.
a. Org size has a major effect on LEF (orders of magnitude).

2. Estimating population size is HARD but has a HUGE effect on 
LEF.
b. Using a known population (e.g., F1000) avoids this.
c. Our denominator last time was almost certainly too large.
d. Due to the uncertainty, we chose to create upper and lower bound 

LEFs.



New to IRIS 2022

Upper bound: A risk averse estimate using 
the number of organizations observed over 
the entire measurement period.

Lower bound: A risk tolerant estimate 
using the number of firms suspected to 
be present in a population.



Overall loss event frequency (upper bound)



Probability of experiencing at least one event



Relative LEF among sectors



Loss Magnitude (LM)
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The typical and the extreme



Size continues to matter



Losses as a percentage of revenue

Of losses exceeding 10% of annual revenues, 89% occur among SMBs!All but 1 recorded loss over 100% of annual revenue occur among 
SMBs



Distribution of losses



Parameters of loss



It’s all about the LEC…



Finding a Pattern of ATT&CK
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Hindsight 20/20: How can we scale?

1. The IRIS 20/20 focused mainly on LEF and LM.

2. In IRIS 20/20 Xtreme, we manually researched the 100 largest 
loss events and included details on threat actors and actions 
behind them.
a. This is impossible for the entire dataset of >100k events.

3. So we spent 2 years on R&D to classify incident patterns, 
ATT&CK techniques, and VERIS actions at scale.



Incident patterns



Modeling patterns at scale

1. Started with ground truth

Hundreds of events manually labelled

2. Natural Language Process (NLP) decoding of available 
information on events

3. Multiple evaluations with dozens of different models
4. Evaluate performance
5. Monthly retrain with new data and new ground truth



Evaluating model performance



ATT&CKing at scale
● Similar techniques to pattern 

recognition

● Initial ATT&CK compromise 
method

● Mitigating controls

● Additional lateral movement 
actions



Common initial access ATT&CK techniques



But what about MY company?
Sorry - we can’t address all your CRQ needs in the IRIS alone 



Example: Applying IRIS to a single firm for CRQ

Download now to see exactly what a Risk Retina for your sector contains!

https://www.cyentia.com/wp-content/uploads/Cyentia-Retina-Nonprofit.pdf
https://www.cyentia.com/wp-content/uploads/Cyentia-Retina-Nonprofit.pdf
https://www.cyentia.com/wp-content/uploads/Cyentia-Retina-Nonprofit.pdf


Thank You!


